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Using a Hiqh-Performanoe. Programmable Secure Coprocessor - ili®M&My. 
SW m.. ER Pa!n:e:\ S Weingarl ^ LECTURE NOTES iN COMPUTER SCIENCE. 1998 - Springer 
... in the secure coprocessor family is the cryptographic accelerator. ... the software or 
its execution is being ... ment and deployment secure coprocessing applications ... 



[HTML] -^ The IBM PCIXCC: A new cryptographic coprocessor for the IBM eServer 
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... IBM cryplograpliic accelerator card ... that it must be implemented in a secure environment, 
where there ... and protection against modification of the execution of the ... 



Secure processino environment 

M Bi]8!- ^ us Palenl App, :1/G'i3,786; 2005 ■• Google Paienis 

... 100 -104 102- SECURE ENVIRONMENT PROCESSOR MASjTER OPEN ENVIRONMENT 118 SECURE MODE 
124 OPEN MODE Page 2. ... 1306 COMMENCE SECURE CODE EXECUTION 131 0 ENTRY ... 



Attesting to a value of a register and/or memory region 

8W Lsi'iipson, JD DeTrsviUs, P Enoland - US PstGn: App, 1 0/431309, 20G3 - Goools PslBnls 
... a processor 60 and may have a cryptographic accelerator 62 ... as is described blow under 
the heading "Secure Storage ... boot block fails (eg, if the execution was not ... 



Method and system for performing asynchronous crvotographic operations 
JR Hygiiss, RR Masters, DD Schn^ii! - US Paieni / ,3/6,967, 2008 - Googie Patents 
... SSL, TLS, and all secure communications protocols ... process or thread of execution 
coop- erates ... corresponding non-blocking cryptographic accelerator API functions ... 



Stateless hardware security module 

M Buer • US Patent App. 1 1/159,640. 2005 - Google Patents 

... PROVIDE KEYS TO CRYPTOGRAPHIC ACCELERATOR WITHIN SECURITY ... OBTAIN KEYS VIA SECURE 
COMMUNICATION CHANNEL ... Dl 902-/ DATA STREAMING INTERFACE EXTERNAL INTERFACE ... 



System and method for secure storage of data using a key 
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BW LaiTipson, JD De teiiie, P Engiand - US Patent App, 1 1/207,917, 2005 - Google Patents 
... Memory V_ ( \ 1 Sound System 1 142 Nonvolatile Memory C Operating System Boot 
Block / V I Secure Storage V > S/W Program(s) Key Network Interface Display 1 80 ... 

Apparatus and methods for manaQlnq key nialerial in heterogeneous crvptoqfaphic assets 
JL Howard Ji , PJ Hess, JA MacStravio US Patent 6,442,690, 2002 ■■ fieepatentsoriiirie-com 
... to recover the encrypted key database in a secure manner ... priority and will be fetched 
for execution prior to ... ODBC) interface in the C++ environment that invokes ... 

CMOS-based stateless hardware security module 

M Bii9f ^ US Patent App, 11/159,669, 2G05 - GoGCjle Patents 

... ADDRESS DATA COMMAND INTERFACE (STREAMING) ' 726 ... 810 i OBTAIN KEYS VIA SECURE 
COMMUNICATION CHANNEL ... PROVIDE KEYS TO CRYPTOGRAPHIC ACCELERATOR WITHIN SECURITY .. 

Key-based secure storage 

P Erigiand, JD DeTreviiie, BW Lampson - US Patent 7,302709, 2007 - Google Patents 
... Arbaugh, William et al, "Automated Recovery in a Secure Boot- strap Process", Network 
and Distributed System Security Sympo ... Volatile Memory I Network Interface ... 
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